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INTRODUCTION

The holistic nature of disaster and incident management
requires expert review which expands the scope beyond
system outages and application performance issues, to
consider the client’s ability to continue critical operations
end to end - from events as diverse as workforce
unavailability, cyber-attacks and weather issues.

Technology elements are critical, as businesses rely on
foundational technology enablers to attract clients,
perform operations, collect fees and meet payroll.

Accordingly, in evaluating BC/DR planning, we will review
identification of business process priorities, continuity
planning for those priorities, and testing of plans. We will
also validate that recovery will restore the enterprise to
normal operation.

Evaluation of the full scope of BC/DR requirements will
help our clients to surface gaps and assure timely
remediation.




IT BUSINESS CONTINUITY
AND DISASTER RECOVERY
CONSULTANCY

Our ‘IT Business Continuity/Disaster Recovery Review’ reflects the
structured progression of steps that business resiliency and recovery
require in the context of unplanned events.

In addition to ensuring that these steps have been considered, the review
program addresses controls that should be in place to identify
accountability for planning, testing and execution of the plan.

Successful completion of the review will confirm that satisfactory
controls are in place and will identify potential issues in the client’s plans,
processes, controls and documentation.



EFFECTIVE AND PROVEN TECHNIQUES

Developed to meet the requirements of leading industry and Conducted by trained auditors following ITAF Standards
federal standards including: 1005/6 and ITAF Guidelines 2005/6, we require our

auditors to exercise professional scepticism and maintain

, , , effective communication throughout the course of a
NIST SP 800-34 Contingency Planning Guide for Federal

Information Systems FEVIEW.

ISO 22301:2019 Security and resilience - Business Our methodology includes:

continuity management systems Evidentiary review and audit of plans, policies,
documentation, procedures, business processes and

NFPA 1600 Standard on Continuity, Emergency, and Crisis controls

Management

Critical review of key vendors, infrastructure and
supply chain

Interviews with key stakeholders in business and
technology

Evaluation of testing results, lessons learned and
client metrics



REVIEW STEPS - OVERVIEW

The objectives of this review are to assess the client’s ability to
execute backup plans and operate critical priority operations
during an unplanned event and recover to business as usual
(BAU).

Our BC/DR review also covers emergency preparedness,
including communications and evacuation requirements for
safety and well-being of personnel.

Accordingly, the review considers assurance around:

Documentation of business continuity and disaster
recovery requirements and procedures

Identification and prioritization of business operations

Identification of requirements for continued operations in
the event of an emergency or service disruption

Backup/scenario and workaround planning

Testing of backup and recovery systems, locations and
personnel

Tracking and reporting of business continuity testing results




REVIEW FOCUS AREAS

ENHANCING RESILIENCE



REVIEW SCOPE BUSINESS IMPACT
AND RISK

Our ‘IT Business Continuity/Disaster Recovery Business continuity planning must consider the risk
Review’ considers all elements necessary to support of failing to recover to BAU as well as mitigating risk
continued operation of the enterprise to meet client, related to safety of personnel in the event of a
financial and regulatory expectations during disaster.

unplanned events and service interruptions.



REVIEW SUBJECT AREAS

IT business continuity/disaster recovery (BC/DR) incorporates BC/DR is related to other enterprise-wide disciplines.

requirements for prioritization of critical operations, planning for

interruptions to critical operations, testing of backup plans and While some of those disciplines (such as event

workarounds, and recovery of operations. management, incident management, change and problem
management) may not be included in this review, they

We address the following areas in the IT Business should be considered.

Continuity/Disaster Recovery Review:

Review of the client’s existing audit programs in these areas
will assist us in considering other potential scope areas,
depending on the needs of the client being reviewed.

Governance and monitoring

Business impact analysis (BIA)

Workforce

Alternate location considerations
Applications/systems

Emergency preparedness and communications

Business continuity planning scenarios and testing
Continuous improvement and reporting



KEY OBJECTIVES

Is the client’s current outsourced DR vendor the best possible fit, do they provide the required
resilience in terms of recovery time and acceptable data loss, and are they cost effective?

Is the supporting resilience technology stack, key vendors, capacity and failover functions
adequate and fit for purpose?

Are key metrics form Business Impact Assessment such as RPO and RTO capable of being met and
proven by testing?

Has the client comprehensively catalogued and tested their critical business processes and
systems under a variety of realistic scenarios?

Are BCP/DR documentation, crisis and incident plans accurate, up to date and effective during an
event? Do stakeholders understand them, know how to follow them, and do they reflect lessons
learned from real and simulated incidents?

Does the client have the capability to produce and analyze applicable BCP/DR metrics for targeted
improvement?



TESTING STEPS

We have developed review steps for each audit area and sub- Consider the following sample questions:
process to evaluate the effectiveness of the client’s controls.

Is the documentation for business continuity and resiliency

In combination with our review program, our experts may conduct planning consistent across the enterprise?

interviews with key stakeholders in business and technology

groups to assess the use, deployment and management of event Are requirements for business function identification and
management, incident management and problem management, as prioritization clearly communicated to support backup plans
related to their impact on business continuity planning and and workarounds with appropriate tools and personnel in
emergency preparedness. case of an emergency?

Have the plans been tested to confirm they can be deployed
in the time frame required in an emergency?

Is there a clear line of communication establishing who sets
guidelines and what the chain of command is in the event of
an emergency?

Are test results incorporated into continuity planning
procedures and standards to foster continuous
improvement in backup and recovery strategies?
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WE TAKE A PRACTICAL APPROACH THAT CREATES A
MORE CONCISE AND ACTIONABLE RESULT

The Traditional Approach Our Approach




CLIENTS CANNOT OUTSOURCE ACCOUNTABILITY

CLIENTS SHOULD NOT ASSUME THEIR VENDOR
DR CAPABILITIES MEET THEIR NEEDS

During our review we will focus on client However, failure is inevitable, as has been

outsourced BCP/DR capability and resilience, and demonstrated multiple times through high-profile

critical DR technology vendor supply chains. outages. When clients surrender direct control of their
systemes, it is still their responsibility to ensure their

Outsourcing infrastructure services — to a cloud vendors can meet their DR requirements.

provider, co-location provider, or managed service

provider (MSP) — can improve client’s DR and Our review will look at potential supply chain failure

service continuity capabilities. points and adequacy, including failover capacity,

alternative sites, acceptable recovery times, contractual,
regulatory and legal issues, privacy, confidentiality,
integrity and availability.



OTHER SERVICES

Experts in regulatory cyber security and privacy compliance
Cyber Risk Assessment and Cyber Security management and
consulting

Incident Response, planning and policy development
Disaster recovery and business continuity planning, training,
exercises and testing

Penetration testing & security assessments

Mergers & acquisitions (M&A) due diligence

Employee and Executive security training and Board Advisory
services

Interim and virtual Chief Information Security Officer (CISO) services
with 25 years' experience in global enterprise

© Bad Rabbit Security Limited 2024



CONTACT US

You can read more about Business
Continuity, Disaster Recovery,
Compliance, Risk and Cyber Services on
Bad Rabbit Security website and

contact us on any issues raised at

Learn more about our services
website

Visit the
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